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Abstract. Nowadays, (cyber)criminals demonstrate an ever more increasing re-

solve to exploit new technology so to achieve their unlawful purposes. Therefore, 

Law Enforcement Agencies (LEAs) should accommodate an approach that sur-

pass the existing limits in policing practices. In this light, the authors introduce 

an innovative platform that provides near real-time advanced social behavior an-

alytics using irregularities detection based on historical patterns.  
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1 Introduction 

Law Enforcement Agencies (LEAs) have an increasing necessity to combine, prioritize 

and analyze heterogeneous massive data streams. Another relative challenge is that data 

generation considering crimes, nowadays, is massive and mostly in semi-structured or 

unstructured data format. Big Data technology provide powerful tools by means of so-

cial networks analysis, semantic technologies as well as the utilization of advanced lin-

guistic models. Therefore, LEAs must develop and integrate future-proof solutions and 

tools which will empower them with supreme analytical and predictive capabilities 

against terrorists, Organised Crime Groups (OCGs) and individuals.  

The platform which is described integrates future-proof solutions and tools which 

will empower LEAs with the requested supreme analytical and predictive capabilities 

against terrorists, Organised Crime Groups (OCGs) and individuals. The platform ex-

ploits Visual Intelligence algorithms and representation technologies in order to tackle 

object detection, activity recognition, etc. using surveillance data [1]. Data Mining tech-

niques are also used in order to apply analytics over gathered information from hetero-

geneous sources. [2]. Finally, semantic reasoning and Big Data analytics drawing on 

online and other activities can be used to determine relevant behavioural indicators [3]. 

The following Figure illustrates the concept of the described platform.  
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Fig. 1. Platform concept 

2 Architecture 

The proposed high-level system architecture provides the required tools for LEAs to 

accelerate their investigations and remain careful in consideration of terrorist and 

cyber-criminal threats by successfully integrating massive data streams from heteroge-

neous sources. The system architecture is designed so to meet performance and resili-

ency requirements at scale. Specifically, in the following paragraphs of this Section 

they are presented with details all the main functional modules as well as the compo-

nents that the system generally is consisted of, in a coherent manner. The details supply 

in a comprehensive way the structure of the system architecture based on the combina-

tion of the different components into the common proposed platform which can be de-

ployed into LEAs’ and practitioners’ facilities. The main effort is being put on stand-

ardization of the platform’s open architecture and its constituent components, interfaces 

as well data exchange formats. In order to succeed, extensive monitoring studying and 

contribution into activities related to standards of ISO/TC 292 (Security and Resilience) 

in the area of security is foreseen.  In short, the system is composed of: i) Data Mining 

Module for Crime Prevention and Investigation, ii) Visual Intelligence Module, iii) Se-

mantic Information Representation and Fusion Module, iv) Trends Detection and Prob-

ability Prediction Module for Organized Terrorism and Criminal Activities, v) Detec-

tion Module of Cyber-Criminal Activities and Situation Awareness and vi) HMI Mod-

ule. The next figure illustrates the high-level architecture of the presented platform. 
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Fig. 2. High-level architecture 

2.1 Data Mining Module for Crime Prevention and Investigation 

Data mining is used to extract valuable information from the existing data from various 

sources such as web, dark web, social media, etc. as shown in Figure 2. Crawling and 

mining take place by using crawl points (data sources) from which posts and references 

are extracted and stored for analysis purposes. Eventually data from multiple sites are 

processed and exported into a common format that is available to the other components 

for further processing and analysis.  

To develop and study crime patterns we used existing open-source web and social 

media mining tools in conjunction with API’s provided by social media as well as ex-

tensive and scalable open-source web crawlers software projects. However, the diffi-

culty of accessing Dark Web sites as well as the existence of specific rate limits on 

social media constitute a possible risk. The contingency plan pays attention to key Dark 

Web Sites and narrow social media access by using specific keywords and phrases.  

2.2 Visual Intelligence Module 

The visual intelligence module is implemented by using available face recognition and 

face detection algorithms such as YOLO [4], SSD [5], Faster R-CNN [6], VITAL [7] 

and other widely used and tested algorithms. This specific module is engaged in order 

to achieve identifications of persons and objects contained in images and videos 

crawled from the Web, social media and footage from static or moving cameras as well 

as surveillance systems. The face and object recognition through visual data is focused 

on the detection of suspicious objects. Finally, suspicious or abnormal activities are 

also being tracked by the adoption of crowd analysis and human action recognition with 

spatio-temporal localization.  

The starting point for the prementioned implementations comprises Deep Convolu-

tional Network, Deep faces, SSD coupled with a YOLO architecture, KCF, Goal-based 

descriptors and Swarm intelligence for crowd analysis and abnormal activity detection 
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[8]. Alongside with visual intelligence techniques, machine learning algorithms and 

techniques are used in order to predict and estimate outliers and abnormal person and 

object activities based on trends and motifs discovered by the gathered visual data. 

2.3 Semantic Information Representation and Fusion Module 

Another tool of the described platform is the Semantic Information Representation and 

Fusion Module that gathers data from various and heterogeneous sources like: geospa-

tial data, web data, darknet data, video/image data, road traffic data, financial data, tel-

ecom data, social networks data and information and security systems data. Thus, a 

module dedicated to data and information fusion is mandatory. This module is able to 

apply information fusion to the heterogeneous data that are collected from the different 

sources listed above. The development and application of this module results to infor-

mation transformation into valuable knowledge. The baseline of this module includes 

Knowledge graphs, JDL model, OWL language and Markov Logic Networks along 

with the use of appropriate semantic information fusion models. Thus, the module can 

extract useful patterns and hidden relationships among different datasets that can lead 

to trends discovery and abnormal behaviour detection. 

2.4 Trends Detection and Probability Prediction Module for 

Organised Terrorism and Criminal Activities 

All the aforementioned modules gather data from various sources in order to create 

various datasets. Generating all these datasets the next step is to predict organised ter-

rorism and criminal activities. In this direction big data analytics techniques are applied 

over the collected data in order to identify hidden trends inside the datasets. Analytics 

results lead to predictive models which can be considered as the link between data and 

decision-making processes. 

This module uses machine learning algorithms which are developed by engaging 

appropriate open source libraries alongside with predictive policing software. More 

specific, the platform engages many widely used Artificial Intelligence Algorithms 

such as Artificial Neural Networks (ANN), decision trees, pattern recognition and Life-

long Learning Algorithms (LLA).  

The risks that the development engineers spotted are the inaccurate results that were 

extracted from the prediction model and the false positive alert that a model generated 

in some cases. These risks may cause an increasing false alarm rate (FAR) in the early 

stages of deployment which can be tackled by the user feedback. A proposed contin-

gency plan foresees the use of data sources of higher degree of diversity as well the 

creation of more sophisticated models for explaining deviant behaviours. 

2.5 Detection Module of Cyber-Criminal Activities 

In addition to trends detection and probability prediction module for organised terror-

ism and criminal activities that presented in paragraph 2.4 there is the detection module 

of cyber-criminal activities.  This very module focuses not only to identify anomalies 
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but also on behavioural indicators as well as revealing previously unknown associations 

and rules that are connected to cyber-criminal activities. For these purposes advanced 

big data analytics techniques, based on artificial neural networks and classification 

methods are applied to the collected data. In this light the three widely used machine 

learning algorithms: K-means clustering, Support Vector Machines and Deep learning 

algorithms, are being used in this module. The development and integration of these 

algorithms was held with open source libraries for numerical computation in order to 

achieve faster results.  

As presented above in paragraph 2.4 risks which appeared in module are not only 

the inaccurate results of the model but also poor-quality model results over time. Thus, 

again contingency plan gives attention to the selection of more complex model, fit the 

training frequency as well test and modify the model. 

2.6 Situation Awareness and HMI Module 

Last but not least we have the situation awareness and HMI Module. This module 

demonstrates to the end-users the gathered information and analysis results produced 

by the aforementioned modules in order to increase the situation awareness of the de-

cision makers and practitioners. The baseline comprises open-source libraries for visual 

analytics in addition to powerful, secure, and flexible end-to-end analytics platforms 

for data visualization and representation purposes.  

Possible problems and risks that may occur and must be overcome could be the in-

adequate offered visualization tools for some LEAs, the requirement for additional data 

views in certain use cases and the difficulty in using and handling the visualization 

environment. In addition, different LEAs use different tools so the adoption of a new 

tool must be as close as possible to their tools. Thus, the developers of the platform take 

into account the feedback from LEAs and end users in order to create a common user-

friendly HMI. The design of the HMI follows the main design principles of the LEAs’ 

HMIs and tries to simplify the environment in order to attract users to adopt it. It is of 

outmost importance to receive the feedback from users in the early stage of deployment 

in order to update and patch the visualization tools so to assure the credibility of the 

platform’s results and increase the LEAs productivity. 

3 Conclusion 

In conclusion, taking into account the increasing needs of LEAs for future-proof solu-

tions and expertise adoption so to fight crime, we presented a platform and its modules 

which engage state-of-the-art tools and technologies. The modules presented are inter-

connected and aim to enhance LEAs with supreme crime prediction and prevention 

capabilities. Finally, it offers a future-proof framework that is open to the deployment 

of new situation awareness applications, novel cognitive services and additional data 

stream analytics tools, both from first- and third- parties, adopting standard and well-

documented interfaces. 
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It is worth noted that the development and the deployment of this very platform 

acknowledges the legal, privacy, ethical and societal concerns of predictive policing 

and data science method and integrates independent assessment, while participating 

into an open dialogue with civil society organisations, security stakeholders, practition-

ers and policy makers. 
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